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Email ﬁ

1) You won't win anything on line. Cyber Criminals' favorite
scams are Lottery prizes

2) Junk Mail; don't open unless sender is known

3) Don't use your name as an email address. Identity theft

can start with knowing your name
AREA 4) Email addresses are personal. With a blanket email use
BCC for addresses

5) Never open unknown received mail/attachments as a
Virus/Trojan can be active, trolling your address book and
hard drive and then passing itself on to them. ®

Chat

1) Log all chats.

Each "chat" program can record onto hard drive. Activate it.
2) Be aware of meeting Chatters. Use public

places, take a friend or meet later at a designated

time or call on a mobile phone (not text) regularly.

3) Habits of Chatter. If you don't understand a response or
question; ask; they may be older then you think

4) Photographs. May not be up to date or be that person. See #2.
5) Webcams. Never put on a "floor show" as who is
watching? Where will it end up? .

Fraud

1) Bank emails. Never open.

They will never email you; they use the Post Office

2) Ebay email. Latest offers after you used their service?
Delete. Then go on Ebay and check out any offers.

3) PayPal email. See Ebay

4) Phone numbers. When they come in an email asking you
to call; don't if you don't know them.

5) Inheritance Email. Delete! This will come in the US mail.
6) Microsoft Junk email. Delete. They never email

unless you subscribe

Passwords Q.

1) Never write them down

2) Use different on each website - major change Y
3) Change passwords each month & d
4) Never share passwords O
5) Never email passwords

6) Ignore requests to share passwords. No one needs to
know this info; not even the company web site you use;
only their computers do.

7) In addition to passwords, never e-mail credit card
numbers or account numbers.

I practice internet safety Questionable Websites -

1) All websites are lockable. Responsible parents should take
this action on all computers (also email & chats)

Remove hard drive before throwing out 2) Downloading a new program from internet? Save it rather
or giving away your computer. than Run. This way, Spyware can scan and remove problems.
K Destroy your hard drive with a hammer. / Q Perform regular virus and spyware scans and up-dates. /
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